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IN THE DRAWINGS: 

The attached sheets include changes to the margins of Figs. 1-6. No other 
changes have been made. These sheets, which include Figs. 1-6, replace the original 
sheets including Figs. 1-6. 
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Application program requests access to network 
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TCP/IP module broadcasts DHCP discover 
packet 
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Access point modifies discover packet and 
sends to DHCP server 



DHCP server sends ACK to client via access 
point 



Client broadcasts request packet 



*i Access denied 
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FIG. 4 
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Access point receives request packet. Is client 
MAC address in database? 
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Access point modifies discover packet and 
sends to DHCP server 
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DHCP server assigns IP address to client 



DHCP server sends offer packet to client via 
access point 



Client application extracts assigned IP address, 
access point IP address & MAC address 



Client application plumbs assigned IP address, 

access point IP address & MAC address of 
access point onto IPSEC module 



IPSEC module enacts an IPSEC policy using 
plumbed information 



ARP module generates gratuitous ARP to cause 
the IPSEC module to set up IPSEC tunnel 
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FIG. 5 



329 



NO 



330 





ARP the other clients 
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Access point creates static ARP entry and 
negotiates tunnel with client 



^ Tunnel setup denied ^ 




